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(3) When a request meeting the re-
quirements stated in this section is re-
ceived by the FOIA office and there is
no remaining question about fees, that
request is considered perfected.

(b) Privacy Act (PA) request. A written
request submitted by a U.S. citizen or
an alien admitted for permanent resi-
dence for access to or amendment of
records on himself/herself which are
contained in a PA system of records.
For purposes of this part, PA request
refers to a request for copies of records.
Regardless of whether the requester
cites the FOIA, PA or neither law, the
request will be processed under both
this part and NSA/CSS Regulation 10-
35, Implementation of the Privacy Act
of 1974.3.

(c) Agency records. (1) The products of
data compilation, such as all books, pa-
pers, maps, and photographs, machine
readable materials, including those in
electronic form or format (including e-
mails), or other documentary mate-
rials, regardless of physical form or
characteristics, made or received by an
agency of the United States Govern-
ment under Federal law in connection
with the transaction of public business
and in NSA/CSS’s possession and con-
trol at the time the FOIA request is
made. The term ‘“‘records’ does not in-
clude:

(i) Objects or articles such as struc-
tures, furniture, vehicles and equip-
ment, whatever their historical value
or value as evidence;

(i) Intangible records such as an in-
dividual’s memory or oral communica-
tion; and

(iii) Personal records of an individual
not subject to agency creation or re-
tention requirements, created and
maintained primarily for the conven-
ience of an agency employee, and not
distributed to other agency employees
for their official use.

(2) A record must exist and be in the
possession and control of the NSA/CSS
at the time of the request to be subject
to this part. There is no obligation to
create or compile a record or obtain a
record not in the possession of the
NSA/CSS to satisfy an FOIA request.

3Copies may be obtained through a FOIA

request to the National Security Agency, Ft.
George G. Meade, MD 20755-6248.
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The NSA/CSS may compile or create a
new record when doing so would be less
burdensome to the Agency than pro-
viding existing records and the re-
quester does not object.

(3) Hard copy or electronic records
that are subject to FOIA requests
under 5 U.S.C. 552(a)(3) and are avail-
able through an established distribu-
tion system on the Internet, normally
need not be processed under the FOIA.
The Agency shall provide guidance to
the requester on how to obtain the ma-
terial outside of the FOIA process. If
the requester insists that the request
be processed under the FOIA, then it
shall be so processed.

§299.3 Policy.

(a) Pursuant to written requests sub-
mitted in accordance with the FOIA,
the NSA/CSS shall make records avail-
able to the public consistent with the
Act and the need to protect govern-
ment interests pursuant to subsection
(b) of the Act. Oral requests for infor-
mation shall not be accepted. Before
the Agency responds to a request, the
request must comply with the provi-
sions of this part. In order that mem-
bers of the public have timely access to
unclassified information regarding
NSA activities, requests for informa-
tion that would not be withheld if re-
quested under the FOIA or the Privacy
Act (PA) may be honored through ap-
propriate means without requiring the
requester to invoke the FOIA or the
PA. Although a record may require
minimal redaction before its release,
this fact alone shall not require the
Agency to direct the requester to sub-
mit a formal FOIA or PA request for
the record.

(b) Requests for electronic records
shall be processed, and the records re-
trieved whenever retrieval can be
achieved through reasonable efforts (in
terms of both time and manpower) and
these efforts would not significantly
interfere with the operation of an auto-
mated information system. Reasonable
efforts shall be undertaken to maintain
records in forms of formats that render
electronic records readily reproducible.

(c) The NSA/CSS does not originate
final orders, opinions, statements of
policy, interpretations, staff manuals,
or instructions that affect members of
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the public of the type generally cov-
ered by the indexing requirement of 5
U.S.C. 552. Therefore, it has been deter-
mined, pursuant to the pertinent statu-
tory and executive order requirements,
that it is unnecessary and impracti-
cable to publish an index of the type
required by 5 U.S.C. 552. However,
should such material be identified, it
will be indexed and placed in the li-
brary at the National Cryptologic Mu-
seum (NCM), which serves as the NSA/
CSS FOIA reading room, and made
available through the Internet. Copies
of records which have been released
under the FOIA and which NSA/CSS
has determined are likely to become
the subject of subsequent requests will
be placed in the library of the NCM. In
addition, these records are made avail-
able to the public through the Internet.
An index of this material is available
in hard copy in the museum library
and on the Internet.

§299.4 Responsibilities.

(a) The Director’s Chief of Staff (DC)
is responsible for overseeing the ad-
ministration of the FOIA, which in-
cludes responding to FOIA requests and
for collecting fees from FOIA request-
ers.

(b) The Director of Policy (DC3), or
the Deputy Director of Policy (D/DC3),
if so designated, is the initial denial
authority (IDA) and is responsible for:

(1) Receiving and staffing all initial,
written requests for the release of in-
formation;

(2) Conducting the necessary reviews
to determine the releasability of infor-
mation pursuant to DoD 5200.1-R;

(3) Providing the requester with re-
leasable material;

(4) Notifying the requester of any ad-
verse determination, including inform-
ing the requester of his/her right to ap-
peal an adverse determination to the
appeal authority (see §299.5(n));

(5) Assuring the timeliness of re-
sponses;

(6) Negotiating with the requester re-
garding satisfying his request (e.g.,
time extensions, modifications to the
request);

(7) Authorizing extensions of time
within Agency components (e.g., time
needed to locate and/or review mate-
rial);
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(8) Assisting the Office of General
Counsel (OGC) in judicial actions filed
under 5 U.S.C. 552;

(9) Maintaining the FOIA reading
room and the Internet home page; and

(10) Compiling the annual FOIA re-
port.

(c) The Chief, Accounting and Finan-
cial Services (DF22) is responsible for:

(1) sending initial and follow-up bills
to FOIA requesters as instructed by
the FOIA office, with a copy of all bills
going to the FOIA office. In cases
where an estimate of fees is provided to
the requester prior to the processing of
his/her request, no bill shall be sent.
Although the FOIA office asks FOIA
requesters to send payment to the
FOIA office, for subsequent forwarding
to Accounting and Financial Services,
payment may be received directly in
Accounting and Financial Services.
Such payment may be identified by the
payee as payment for a Freedom of In-
formation Act request, by the letters
“FOIA,” or as payment for XXXXX.
(FOIA requesters are provided a case
number to refer to in correspondence
with NSA);

(2) Receiving and handling all checks
or money orders remitted in payment
for FOIA requests, crediting them to
the proper account and notifying the
FOIA office promptly of all payments
received;

(3) Notifying the FOIA office prompt-
ly of any payments received directly
from requesters even if no bill was ini-
tiated by Accounting and Financial
Services; and

(4) Issuing a prompt reimbursement
of overpaid fees to the requester upon
being notified of such overpayment by
the FOIA office.

(d) The Deputy Director, NSA/CSS, is
the FOIA Appeal Authority required by
5 U.S.C. 552 for considering appeals of
adverse determinations by the Director
of Policy. In the absence of the Deputy
Director, the Director’s Chief of Staff
serves as the Appeal Authority.

(e) The General Counsel (GC) or his
designee is responsible for:

(1) Reviewing responses to FOIA re-
quests to determine the legal suffi-
ciency of actions taken by the Director
of Policy, as required on a case-by-case
basis;
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